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Takeaways

Å Space capabilities play an increasingly important role in national 
security and military operations

Å The reliance on space capabilities makes them a target for 
adversary counterspace operations

Å Electronic warfare and cyber may be the preferred way to attack 
ǎǇŀŎŜ ŎŀǇŀōƛƭƛǘƛŜǎΣ  ōŜŎŀǳǎŜ ǘƘŜȅ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ƭƻƴƎ-term 
consequences as kinetic attacks on satellites (space debris)

ÅMitigating EW and cyber attacks against space means learning 
lessons from other domains
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Current satellites on orbit

Total number of operating satellites: 1,419

United States: 576 Russia: 140 China: 181 Other: 522

LEO: 780 MEO: 96 Elliptical: 37 GEO: 506

Totalnumber of military satellites: 350

Navigation Weather Communications
Missile 

Warning

Intelligence,
Surveillance, & 
Reconnaissance

Technology
Development

101 10 117 10 113 30

Source: Union of Concerned Scientists Satellite Database 

(includes launches through 6/30/16)

http://www.ucsusa.org/nuclear-weapons/space-weapons/satellite-database

http://www.ucsusa.org/nuclear-weapons/space-weapons/satellite-database
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Major military activities in space

1-Meter Resolution Radar Image of the U.S. Capitol

GPS constellation

Field of view of a single geostationary satellite

Source: Intelsat

http://intelsat.com/
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Elements of a space capability

Ground segment

Space segment

User segment
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Kinetic attacks on satellites

U.S. Air Force F-15 

launching an ASM-135 

ASAT missile (1978-1988)

Soviet IS killer satellite (1960-1987)

Debris from 2007 Chinese ASAT Test

(Source: Celestrak)

https://celestrak.com/events/asat.asp
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Satellite jamming

Uplink Jamming

Downlink Jamming

Normal Ops
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Sources of interference

Source: Eutelsat briefing to the ITU (2013)

https://www.itu.int/en/ITU-R/space/workshops/2013-interference-geneva/presentations/Ethan Lavan - Eutelsat.pdf
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Space EW in Ukraine

9

Source: Ukrainian journalist Yaroslav Krechko
Source: Organization for Security and 

Cooperation in Europe

Russian R-330ZH Zhitel

https://www.facebook.com/yaroslav.krechko/posts/834165736685627
http://www.osce.org/ukraine-smm/126364
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Satellite hacking

Source: The Washington Post (2014)

Source: US-China Economic and 

Security Review Commission (2011)

https://www.washingtonpost.com/local/chinese-hack-us-weather-systems-satellite-network/2014/11/12/bef1206a-68e9-11e4-b053-65cea7903f2e_story.html
http://origin.www.uscc.gov/sites/default/files/annual_reports/annual_report_full_11.pdf
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Non-state actors and EW

11

Source: Nighswander, Ledvina, Diamond, 

Brumley, and Brumley (2012)

$2,500 Phase-Coherent GPS 

Signal Synthesizer

Used to perform cyber attacks on GPS 

receivers using manipulated civil signals

$85 million White Rose of Drachs

Successfully steered off course by UT grad 

students using homemade GPS spoofer

Source: UT Austin School of Engineering (2016)

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwi44aqxn6XOAhVCdD4KHaNPCV0QFggeMAA&url=https://users.ece.cmu.edu/~dbrumley/pdf/Nighswander et al._2012_GPS software attacks.pdf&usg=AFQjCNE7vtMcpyadeaNRmMvBmA0kzqskmw&sig2=S-ShzAUVXPLZEdy7r8Un0w
http://www.engr.utexas.edu/features/superyacht-gps-spoofing
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Hackers discover satellites

ñThe problem," Sec explained, "isn't that 

Iridium has poor security. It's that it has 

no security.ñ ïMotherboard, Aug 2015

Source: Black Hat USA (2015)

Source: IOActive (2014)

http://motherboard.vice.com/read/its-surprisingly-simple-to-hack-a-satellite
https://www.blackhat.com/docs/us-15/materials/us-15-Moore-Spread-Spectrum-Satcom-Hacking-Attacking-The-GlobalStar-Simplex-Data-Service.pdf
http://www.ioactive.com/pdfs/IOActive_SATCOM_Security_WhitePaper.pdf
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Mitigation steps (1)

Å Change mindset

ïSatellites and space capabilities are basically computers in space

ïAssume they will have all the challenges computers would (and more)

Å Imbed security into the system architecture

ïSoftware QA and code reviews

ïAuthentication, encryption, and validation of C2 and priority traffic

ïSecure update mechanism

Å[ŜǾŜǊŀƎŜ όŘƻƴΩǘ ǊŜƧŜŎǘύ ǘƘŜ ƘŀŎƪŜǊ ƳŜƴǘŀƭƛǘȅ

ïResponsible disclosure policies

ïBug bounty programs

ïPublic response campaign
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Mitigation steps (2)

Å Increase communication between space and cyber security experts

ïBreak down silos of excellence

Å Increase space situational awareness

ïWill help deter attacks and identify sources of anomaly and 
malfunctions

Å Clarify international law and military rules of engagement

ïAt what point does an EW/cyber attack on a satellite become an 
armed attack?

ïWhat is a proportional response to an attack on a satellite?

ïMcGill MILAMOSProject

https://www.mcgill.ca/milamos/home
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Thank You!
Questions? 

bweeden@swfound.org


