
Spectrum of Cyber Operations 

1	  More	  stealthy 	   	   	   	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Less	  stealthy	  

Enabling	  Opera-ons	  
• 	  Network	  characteriza4on	  
• 	  Internet	  Opera4ons	  
	  

Cyber	  Disrup-on	  
• 	  Interrupt	  the	  flow	  of	  informa4on	  or	  

func4on	  of	  informa4on	  systems	  
without	  physical	  damage	  or	  injury	  

Cyber	  A5ack	  
• 	  	  Physical	  damage	  to	  
property	  or	  injury	  to	  
persons	  

Buckshot	  
Yankee	  

Access	  into	  
secret	  DoD	  
network	  

Op	  Aurora	  
Access	  to	  IP	  
&	  Gmail	  
accounts	  	  

Ping,	  
Map	  
or	  
Probe	  	  

	  Erase	  logs;	  
install	  code	  

E-‐mail	  
“bomb”	  	  

Snake	  Virus	  
• 	  	  Russia	  in	  
Ukraine	  
• 	  Surveillance	  
+	  Digital	  
“beachhead”	  

Opera-on	  
Cupcake	  

Replace	  
bomb	  
recipe	  with	  
Cupcake	  
recipe	  

Degrade	  
Service	  or	  
access	  to	  
info	   Delete	  or	  

change	  
adversary	  	  
data	  with	  
no	  physical	  
damage	  or	  
injury	  

US/ROK	  
DDoS	  	  
with	  
minor	  	  
impact	  

Estonia	  
Gov’t	  	  &	  
banking	  
down	  for	  
most	  of	  a	  
month	  

Illinois	  
Water	  Plant	  
System	  
glitches	  burn	  
out	  pump	  

E-‐mail	  
phishing	  	  Influence	  ops	  	  

Flame	  
• 	  Install	  code	  
• 	  Steal	  data	  

Shamoon	  
Malware	  renders	  
30,000	  computers	  
inoperable	  
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Sony	  Hack	  
Informa4on	  stolen	  
&	  published;	  MBR	  
overwriVen	  on	  
hard	  drives	  

German	  Steel	  Plant	  
Hack	  prevented	  normal	  
shutdown	  of	  blast	  
furnace;	  “massive	  
damage”	  

Turkish	  
Pipeline	  

Hackers	  
allegedly	  
cause	  valve	  
malfunc4on	  
&	  explosion	  

Stuxnet	  
Worm	  
damage	  	  
1,000	  
centrifuges	  


